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February 14,2018

Marlene H. Dortch, Office of the Secretary

Federal Communications Commission
445 l2th Street, SV/
Suite TV/-4325
Washington, D.C. 20554

Re: EB Docket No. 06-36
Annual4T C.F.R. $ 64.2009(e) CPNI CertifÏcationfor20lT

Scott County Telephone Cooperative
Form 499 Filer lD 804426

Dear Ms. Dortch:

On behalf of Scott County Telephone Cooperative, and pursuant to Section 64.2009(e) of
FCC rules, submitted herewith is the carrier's CPNI certification with accompanying statement

covering calendar year 2077.

Should any questions arise regarding this submission, please contact the undersigned.

Very truly yours,

l"*A-L A-*
Pamela L. Gist

Enclosure
cc: Best Copy and Printing,Inc.



Annual4T C.F.R. $ 64.2009(e) CPNI Certification

EB Docket No. 06-36

Annual 64.2009(e) CPNI Certification covering calendar year 2017

Date filed: February 14,2018

Name of company covered by this certification: Scott County Telephone Cooperative

Form 499 Filer ID: 804426

Address: P.O. Box 487
Gate CitY, Virginia 24251

Name of signing officer: Daniel E' Odom

Title of signatory: Chief Financial Officer

CERTIFICATION

I, Daniel E. Odom, hereby certify that I am an offlrcer of the company named above, and

acting as an agent of the company, that I have personal knowledge that the company has

established opirating procedures that are adequate to ensure compliance with the Customer
proprietary Ñetwork tnformation rules set forth in 47 C.F.R. $$ 64.2001 et seq. of the rules of
the Federal Communications Commission.

Attached to this certification is an accompanying statement explaining how the

company's procedures ensure that the company is in compliance with the requirements

(including tirose mandating the adoption of CPNI procedures, training, recordkeeping, and

supervisoiy review) set forth in section 64.2001 et seq. of the Commission's rules.

The company has not taken any actions (l.e., proceedings instituted or petitions hled by a

company at either state commissions, the court system, or at the Commission against data

brokers) against data brokers in the past year.

The company has not received any customer complaints in the past year conceming the

unauthorized release of CPNI.
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The company represents and warrants that the above certification is consistent with 47

C.F.R. $ Ll7 whiclr-requiros truthful and accurate statements to the Commission. The company

aho acËnowledges that false statcments and misrepresentations to the Commission are

punirt uur, undãr Title 1g of the u.s. code and may subject it to enforcement action.

â,ø*,*
Name: Daniel E. Odom
Title: Chief Financial Officer
Date: a zl tzf 2ot 8

,A.ffachment: Accompanying statement explaining CPNI procedures



Company Name ("Carrier") : Scott County Telephone Cooperative

STATEMENT

Carrier has established operating procedures that ensure compliance with the Federal

Communication commission (,iommissiõn") regulations regarding the protection of customer

proprietary network information ("CPNI")'

o Carrier has adopted a manual and keeps it updated with FCC CPNI rule revisions, and

has designate¿ á Cpir¡ compliance offiõer to overcee CPNI haining and implementation'

Carrier continually educates and trains its employees regarding the appropriaie- use of

CpNI. Carrier has esiablished disciplinary prócedures should an employee violate the

CPNI procedures established by Carrier'

carrier has implemented a system whereby the status of a customer's cPNI approval can

be dctermined prior to the use of CPM'

Carrier maintains a rccord of its and its affiliates' sales and marketing campaigns that use

its customers' CpNl. Carrier also maintains a record of any and all instances where CPNI

was disclosed or provided to third parties, or where third parties were allowed access to

CP}r|I. The record includes a descrþtion of each campaign, the specific CPNI that was

used in the campaign, and what products and services werç offlered as a part of the

campaign.

carrier has established a supervisory review process regarding compliance with the CPNI

rules with respect to outbãund mârketing situution* and _maintains 
records of carrier

"o*pliurr"" 
foi a minimum period of onã year. Specificall¡ Carrier's sales personnel

obtaîn supervisory approval of *y proposed outbound marketing request for customer

approval iegarding i^ts CpNI, and 
-a 

proless ensures that opt-out elections are tecorded

and followed.

carrier has implemented procedures to properly authenticate customers prior to

disclosing CpNl over the ielephone, at Carrier's retail locations, electronically or

othcr.wise. In connection with ihrr* pto""dures, Carrier has established a system of

p"r*nur identification numbers (PINsj, passwords and lack-up authentication methods

for all customer and accounts, in compliance with the requirements of applicable

Commission rules.

Carrier has established procedures to ensure that customers will be immediately notified

of account changes including changes to passwords, back-up means of authentication for

lost or forgotten passwords, or address ofrecord'
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Carrier has established procedures to notifr law enforcement and customer(s) of

unauthorized disclosure of CpNI in accordance with FCC timelines'

carrier took the following actions against data brokers in 2077, including

p*cerdings instituted or pãtitions filed by carrier at a state commission, in the

court systäm, or at the Fedãral Communications Commission: : N-q actions taken'

The following is information Carrier has with respect to the processes pretexters

are using to attempt to access CPNI, and [if any] what steps carriers are taking to

protect CPNI: No information received'

The following is a sulnmary of all customer complaints received in20l7 regarding

the unauthorized release of CPNI: None.

- Number of customer complaints Carrier received in 2017 related to

unauthorized access to CPNI, orunauthorized disclosure of CPNI:None'

- Category of comPlaint:

Q Number of instances of improper access by employees

0 Number of instances of improper disclosure to individuals not

authorized to ieceive the information

0 Numbcr of instances of irnproper access to online information by

individuals not authorized to view the information

Q Number of other instances of improper access or disclosure

- summary of customer complaints received in 2017 concerning the

unauthorized release of CPNI: Not applicable'


